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Tips for Securing Your Personal Information 
 

1. See Tip Sheet for Eliminating Junk Mail.  
2. Enroll in free alerts from your bank and credit card issuers to flag unusual activity on 

accounts. 
3. Ask your credit card providers to issue you new "smart cards" with safer EMV chip 

technology. If they're unavailable, request replacement plastic with your photograph. 
4. To safeguard personal data on your electronic devices, use a smart phone password that 

isn't 1234, 0000, 2580, 1111 or 5555 - some of the most easily hacked. Set your smart 
phone on auto-lock. 

5. Make computer passwords at least 12 characters long. Use upper and lower case letters, 
numbers, and symbols. Use different passwords on different accounts and change them 
often. 

6. Access the free credit report you're entitled to at www.annualcreditreport.com. You can 
do this three times per year. 

7. Consider putting a "security freeze" on your credit report. Find out more at the websites 
of Experian, Equifax and Trans Union. Be sure to read the fine print as sometimes there is 
a charge for this service. 

8. Mail outgoing payments from a US Postal Service mailbox or the post office, not from 
your more vulnerable home mailbox. 

9. Shred unneeded documents that contain personal information. 
10. Ask if your Internet provider offers free antivirus software. Set it for automatic security 

updates and a weekly full scan. 
11. Never click on links in emails from strangers or those purporting to be from a 

government agency or your bank warning of a "problem". The likely result is that 
identity-stealing malware will be installed on your computer. 

12. Do not keep your Medicare card in your wallet or purse since its number is the same as 
your Social Security number. You'll get emergency medical treatment without it, but if 
you are worried, carry a photocopy with several digits covered over. Also do not keep 
your Social Security card in your wallet/purse. 

13. Never provide personal information such as your Social Security number to anyone 
unless you initiate contact.   

 


